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aiiiE# 2003-3092310 



ijfM2 0 0 3-0 0 6 9 1 6 ^-^7 I 5/ 

m^-^ 1 2 ] m^m. 1 1 i::*3v^-c> 

[0 0 0 1] 
[0 0 0 2] 

jS^Pfll&^tLfcDVD (Digital Versatile Disc t/iJiDigital Video Disc) 

Hi -g) ^ ^ 1 1" t f *M ^ 'fc o T V ^ ^ o 
[0 0 0 3] 

DVD -Video-e{i^ n If - 7*n -f^-yB 1 1 "C CSS (Content Scramb 
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ling System) ibmm^ fix y^^^o C S S {±^ D VD-R OMp? y'-f Tt^Mi-^^S 
m<D^iim'n^fiXi5^^ DVD-R> DVD-RW. DVD + R. DVD + R 
W^OfB^MD VD-eoC S S<DmM7b^C S Si?l-Jtc J; oT^^jL$ ttTv^^o t 
fzTb^^':^X. CSS :^^'e^fP^'j^^^ tLf^ D V D -VideoOI*lS=£:lB^MD V D 

[0 0 0 4] 

Lt^L^t!}^^. CSS OBf ■^::i^^7&«m ^ tt^¥^,76^^^ Lfco CSS (Dm^it 
^mW.LXD V D -Yideo(D\f^^^m^li^^^- K-T^f ;^ 13 r; li >— f ^ t =Sr rT 

tgtl"^ TDeCSSj tu^fftL;?) V7 h -^/iTT^^^'-f h-h-ese^^tt 
7to TD e c s s J Tbm^Lfz'^w.Kii. ^m^^^ >/-^-^ti}mm-iif^fiX^^ 

6ti 13 C S S T ;v 3* i; X A ^j^-ibmU ^ tifzm^-^^^ ^ o 
[0 0 0 51 

CSS omic, DVD -Audio^(^ DVD-R OUOmi^^mi^^X^:^ C 
PPM(Content Protection for Pre-Recorded Media) ^ afeti^lcfB^MD VD> 

Vizmir^Mi^^^Mi^^C P RM (Content Protection for Record 
ab 1 e Medi a) vbmM $ ttT v> ^ o ^fih <D:fj^ it. ^lyf-yyo Bf^'fk^^S'lt 

o:^-^i3MLT{i, TfBo^^#^:$:mi t^m^^^tt. cprmj*. ^-f-t^xi^ 

a^-C*;i>^4C Entity.LLC;6^^i£^f ^TfB(^^^ (^#K=m2) iiiiBJ^:^ 
[0 0 0 61 

mmw^xm. 1 1 

1.8. 13, p. 143-153 
[0 0 0 71 
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"Content Protection for Recordable Media Specification DVD Book'\ ^ >^ 
— ^^y h < U R L : http://www. 4Centity. com/> 
[0 0 0 8] 

-f tifimm^^ > - y :^-^^w^^^f^^^^^ wm^^ y^-y :^~7.(d 

[0 0 0 9] 

>^<^)2fIJSlf^tl:*Jl^^'feibtL-rv^S<7):6^^^^t-e*So C S S <^)Jir'^{±. ^^^i:LT 
^<^l^fP^'[^Sa#« ^ ttr L t o fco ^ ^ CSS (0^^\z.-^%% Kfz C P 

p Mis J: m^mm d v d icw-r s cpRMt'*5v>T^). atc?^^ 

ST;vrfi;XA{i, :^gl5^9'7&^PC'e<7)^^^c^3S^i-s^)<^■e^^)^ =i>7->yy 

Ur-^i^3y(DmM7bm^K'^^^^i>(^tm^^j:^^mm^^^^yzo 'tti:t>%^ T7' 

t\^X? C-b^^(D-f^m^}^\^fzm^it^y7->yi)^ TDeCSSJ Oid^iF 

iim^ L^r<^Si:v^^ ^t:l^te;&s* o /Co 
[0 0 10] 
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'(S1-;2):ih:6^^-ei^'l>#-^3?3jSv7.xA, |S^:^V*^ ^'n^J^'^A, 

mni^ i z>''if #jata^e ^iitt-t ^ vi t n * ^ o 

[0 0 11] 

mm mm- ^f^^ <D^m 
%zmm^m^<om^ Km^^^x^m ^ tt ^ la^^'^® ^om-it^ ^m^^x^f^ 

■^'f b $ ftfz =r > -r > ^7 1t^*3 i t^*Bf -^^k tt 7t «f P^HIt^ * fB^^# l^f S 
[0 0 12] 

^mmmm\^^^^^x:=iy7'>ymm.^-^<tm^^^-t^M^^^'^i\:.i^^^^ 
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Bt-^^b $ tLfc >' X > :y If ^ j3 i xm^\'c $ tLfc 4" ^mt^ h ^ mmMM Km 

[0 0 13] 

^^mmmi-^im,^^^^L,xmm.^mmm.^^^^ i ^ T^t, 

3 > 7=- >' ^7 'ItfKBf -^'fbM ^mm^^ =^ ^ t Tit ^ ^ 2 (D^-ff ;^ 

[0 0 14] 

^m^m^n^mwh. ^^mmH^m^^-^^LxmsMW^m^^^mm^ 
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n > 7" > ^7 ■lt#B§-^'ft:ll J: 19 3 > T- > If f R =^ m^itt 3 V X > ^7 itmsf 

[0 0 15] 

uyr-yy mmM^im. n > ^ > y 'It^ ^ Bf-i-fbi" ^ n > x > 7 If ^Bf 

m^-^x^f^mmm^km^-it^^^fmrnmrn^it^^h^ m^it^^fz^^T^ 

[0 0 16] 
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[0 0 17] 
[0 0 181 

X a . m^inkmrnm i:: *3 tt ^ > x > ^7 ^ - ^wm-r ^ <d t $ fi^hnMcm 
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[0 0 19] 
[0 0 2 0] 

[0 0 2 1] 

■thnML^Wu^'^ : SL^^^^ (RNG : Random Number Generator) "Cab IB 
„ n V T- > •mms^^^YJm : ^ > t- > ^7 ^ - (|B#b# tc-f^^b >' ^ > :y ^ - 

[0 0 2 2] 

Pli^^ 1 7{»«^?lJx.»?C P RMm4&t^2»«t LTtD V D - R/RW. DVD-R AM^ 
<0|a#MDVD^T'>f r=S:^t, #B?.#-t2/6«^Jx.{fCPRMm*&t^^imt/iV 
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o 

[0 0 2 3] 

VT<DBCA (Burst Cutting Area) 1 7t liN B C A (Narrow Burst Cutting Area 
) tf^^^ft^^') TKii. ^ T-V T I D 1 1 m^m^^^ - K-Y VJ^U TCOJ^ 
>.i?;^tfzfi7'';iB#7'-iJ'V-vi::{±. ^r^T^-':ruy^ {i^kT. MKB 
i:MB&-r) 1 2 7&5^i6f5i^$tL-rv^;So ^ T'^f T I D 1 1 {i. >f@>%r<^p« -f-f T 

[0 0 2 4] 

-t'fb^ttfcBf-^'ffcnVT-V^y 1 Smm^f^^o m^it-^^t LXI>i. C 2 (Cry 
ptomeria Ciphering) i^M^ffl^tt^o 
[0 0 2 5] 

T>YD^r^ r Hat. Bf-^^k^ ^ > l 4 is i C C I (Copy Control 

Information) 1 S^^lfl^'^tL^o Bt^^k^^ 4 m^it^f^fz^ ^ 

[0 0 2 6] 

Vn-r2 {i^ T'^-^-f 2 1. yn-fe;^MKB 2 2> C 2_G 2 3. SLI^ 

^^^2 4^ C2_E2 5> C 2_G 2 6:feJ:t>X 2__ECBC 2 70#^^^ 
^^1-3o yv--^3{i. t'/M;^^"-3 1> •/n-b;^MKB 3 2. C2_G3 
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3. C2_D3 5, C 2_G 3 6;*3J;r>'C 2_DCBC 3 yo^^^^^^i"^ 
o C 2_G 2 3*3J:y^^3 3(i. ^ttW^^ T I D ^ T^-f T^- i: ^^?> ^ 7* 
>{ T:^^-i^^-^^M-ir^y'u y C^X-^:ho C 2_G 2 6 i3i?/3 6 f±. -ett 

[0 0 2 7] 

T-V^My^^-2 1. 3 l(i> 1@>^r(7)^S^-:*. ty:i{iT7'i;>Jr~v/3 >V7 

VDp<t-V T1 jJ'-'bS^^^/viMKB 1 2 h7"/NM:^^-2 1 i:76^7'n-fe;^MK 

ifi-X^^-ho V^-^2\:.^yf^<r>hnWi-^. 7'V-*V3 lCi3V^T^)> MKB12 
^iT'/^^^?.^- 3 1 i:>6«"/n-b;^MKB 3 2 lC:fcv>TM#^ tt, i;2^*^-'>3> 

[0 0 2 8] 

^ibtc, 7'n-t;^MKB 2 2. 3 2 (^-ett-TtLlCiSV^-C. MKB 1 2 hy"/^-f 
>?.^-2 1. 3 l^i^'bptr^ T^-^^#ai$tL;So MKB 1 2 0^'lClx3-j5^2 
t {i 7' W - 3 <7) T-V^- ^ X ^ «- o T is ^ -f > $ tt7^c^:^75«^ a6^ie) f> 

t/cfiT'V— V3 7&«jE^'fc'i><?)tr^v>fciflJif$tL^o i-^^*>> 

[0 0 2 9] 

C2_G2 3. 3 3{i> -ett-Ttt. -fV T^- ^ ^ t"^ TI D h 
[0 0 3 0] 

SLifcf&^tl (RNG : Random Number Generator) 2 4 fi. iJ' -f 
lc^lJffl$tL>i)o SL!i:^^^2 A.is^h(r>9^ \)\y^—h^C:, 2_E 2 5 t:iA;^J^tL. 

76^D V D "T*^ T 1 msa^^ tL-& o 
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[0 0 3 1] 
[0 0 3 2] 

Vrr-r2 tCisv^TJi. CCI h^-f 2_G 2 6 tC>K^$tL, 

ayT-yy^-Tbrnm^i^^o n^yy-yy ^—^^C 2_ECBC 2 7 

T&^D V D -r ^ T 1 tL^ o 

[0 0 3 3] 

yix--=^3 Icisv^-Cti. CCI ^iJ'-f 2_G 3 6 

uy7->y^-i}^md\'^f^^o ^z^Tyy^-i)^c 2_ecbc 3 

^ DVD^T*'!' r liJ^hm-^^^tzm^it-^yT-^yy l 3**n^7=->y^-=l:^ 
[0 0 3 4] 

Hi 1 0«^tci5V>T. l^rr— ^2>c j;^|B^cO^JlSlwOV>-CUi5gi-;g)o 
^2{i. DYD^T'-f T l:d>^MKB 1 2 *ii<J^mU ^n-fey!.MKB 2 2 J; 
-DXr^^-i y^^~2 1 hMKB 1 2 h^mnx^. ^T-VT^-«:tt-#t-^o 
^Wi5ii6a*^)<btt/^^=S:^i-^^{f^ •rV<'f>^^-2 1 (l/n-^2<7)»t 
/cliTT'V^-vaV) 76^KBi^J:oTV5j^>-^'$tL/cfcflJ^$tL. l^rr-^^ 
2{i^ JsX^O^!nia^r4'ifb> DVD^7''f T l^<7:>ia^^^jJi1-^o p« 

[0 0 3 5] 

^tc, V=i-r2{±> DYD^T'-f T l^i^^^T^-f T I D 1 1 ^^<i^^, ^ 
T^-h^lCp^T'-f r ID*C2_G2 3i::A:bLpJ7=''f T@^::#'SrS>^T'^T 

E 2 s-eBt-^'fb^tt, Bt^-fb^^ l 4 h L-CDVDp^-tV r l 

^ u>7-yy^-ifi^^'^^^o n VT->:y^'--e3>'r>:y^C 2_ECBC 
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2 y^Bt-^^fbL. DVD^T''f Ti±\z.^§-^'it^>T-yy i 3 t tree i i 5 

[0 0 3 6] 

yv-^3ir J:^Sife<^#Jlll'OV^rm§?f ft:j50lCMKBl 2^DVDp< 
T^r lif^hM^^l^^ T'/^M;^^'-3 1 fcMKB 1 2 tr?^#t> V'-K-Jr-va 

>;v;dr-^s^g#$itL^o h;V^-fcCC I 1 5 hifC 2_ 

G3 6tcx:^$tL. 3>'x>^7^-;e)^'^m$*T-^o nv-r^^y^-^a^c 2_dc 
Mzm^it^yv-yy i 3 t^^trc 2_dcb c 3 7<^?s#;6^M$tt^o -e-o 

[0 0 3 71 

<D^it^ > T- > 7 >6^,^>^tc>fto p{ T'-f r 3 tf- $ ^ -flfcO ^ T*^ T<^ ^ 

y ^m.^ir ^ ^ i: § ■r\ n v -r > O^f^^ =S:#^-t ^ <^ ^ ^^^'C i ^ o 
[0 0 3 81 

D V D ^ T-V rnc^ f ^ =1 T- > ^7 i^^^a =1: P C m^TT-m 9 t^^t 
[0 0 3 91 

J.ODVD Vy^zfA tmW.^f^xr--$^^^i)mm^J:^W:t. 
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[0 0 4 0] 

DVD K^-f y4 i:^;^ b 5 i: <^P^;&M ^ ^ - "7 ji-;^ 4 a "e^M^ ttTV^JS 
^ ^^z^ — -7^:. — X4a{i> ATAPI(AT Attachment with Packet Interface 
), SCSI (Small Computer System Interface), USB (Universal Serial Bu 
s), I E E E (Institute of Electrical and Electronics Engineers) 13 9 4 

[0 0 4 1] 

DVDp<t-VT1 Kii. p«T-VTID 1 1> T^-y'u y ^ 12^XX/ 

AC C (Authentication Control Code)^^^it>Um^tiX\^^^o ACC{i> DV 
D K7^7'4 h 5 t(bm<DmMi!)^DYT);^-r-( T 1 KX^^X^^^h 

f ^fc*6lc?-i6DVD^T*'f T 1 ICfB^^tL/^f'-^-C^'&o 
[0 0 4 2] 

DVD K^-f 7'4ii. ACCl 6 ^DVDp«-7''f T 1 /i^^^^ffi-To DVD^ 
r'-f T 1 :6^^^<J^aj$tLy^wACC 1 6;6^DVD K v ^ 4 <^ A K E (Authent icat 
ion and Key Exchange) 4 1 KXtl^^^ t^\,Z, Jf^X h 5^^^:^^^o 
h 5(i> ^lt^o/cACC=^AKE 5 1 KXtJir^o AKE 4 1 i3J:C/5 1 {i^ 

SL^T'- co^m LfcSL^h A c c t ^^hmwtmi'^<omi^m-^j: 

[0 0 4 3] 

^N';^^-;&^'M AC (Message Authentication Code)?^#7*n y ^ 4 2i5Xlf5 
2tr'ett-rtt^^$tt;g,o UACm^y^y^ 4: 2^XZ>*5 2it. AKE 4 lis 
J:t>*5 1 X^^^^nhiLfz^'^Ts^-^/'^y t LT. ^ t"^ T I Di3 ilh' 
^T-V T^-7^n >y 1 2 0MAC=^lt^1-^7'n-t>^-t?^;|)o MKB t^xV 
T I D<^^^(integrity)^J^>'. }- ^i)mU-t ^fzib^Mm^f^^o 
[0 0 4 41 

MAC4 2*3it>'5 2\zXoX^K^fmn^^fzMACii^i!r^7. Y 5 0Jt^5 
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m • 

Jt^tbli -e^?. ^ ^ s w 1 «iJtp $ tL;g> o 

[0 0 4 5] 

y'i'f -y^SWl {i> DVD K^^ ^4 <7)D VD^ T'-r T 1 OfB^t 

z^^yy 1 3 ^m.'Wir^mny^y^'^^^^o 

[0 0 4 6] 

pir'-f r^--^^-tS#:/n 5 5 it, mkb i 2 ii^-rV T I D^-T^n* 
tii^h>^r^ r^-mPM^ fi. ^T-V T^-i:p«T-V T I D 1 1 ^:e>- 

[0 0 4 7] 

^C^LT. Bg^-ftrr^T-V^y 1 3. m'^it^^ 1 4i3J:(y*^CC I 1 5 

ttj^$tL. DVD^r-f T 1 fr::^Lr'ett-r;h-ffi^;^:n.^o Jt^5 3 

-f T 1 «b -etL-rtts^^ tLfcBt-^^b^i v-r > y 1 3 > nt-^'fk^J' ^ h 1 4 
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5 4 {zn Lxm^^ tL. m^it n > t- > ^7 ^^^'^-i- $ tt ^ o 

[0 0 4 8] 

m 3 f±. HI 2 tl^l-mfi^O P C3S:^T<^ D V D ^ r ^ T =l:^IJffif ^ -r A 
*3V>-C> DVD^7=''fTlt> DVDF^'fr4i:. sJ^;^ h 5 t t7)r^<^^-^<^)^ 
^(;D^jll=&^1-o h 5:^^^DVD F^-f 7'4 tc^tb-C3-7> K^^I9. DVD 

[0 0 4 9] 

ACC-ib^AKE 4 HZXt)^tt^ t^K. :^Xh5^^^$tL, jJ^;^ h 5 t?fi. 
^WofcACC;6^AKE 5 l^X:tJ^tL;&o AKE 4 1 iSilJ^S 1 ti> SLmT* 

[0 0 5 0] 
[0 0 5 1] 

4\,zMl^X^ D VDp^t-V T 1 :*^^<55MKB T^-7*n y ^) 

0Ofg«;?»^mU^ll^t-^o MKBti. ^^y^ O'-^-^y^ 1 5<?> 1 6-b^^iJ'^^l 2 

[0 0 5 2] 

DVD F^^':/4 7&^:^T'7 7'S 4 tC:fev^TMKBO/'\*';/ rJ'* 0 ^M^^^:^^^ 
:7.f-y'fS 5Ki3\.^X. 0:6^a«^^ffl$*t^o D VD F^-f 4 •^t' 
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m-f^K. L-CMAC'fit?:ft#t> MKBlcMLTMA 

y^cDm^^t, DVD K^-fy 4 0^<>5^mtii)>f'^^> yT YUKB^^ y 

[0 0 5 3] 

j^x > St&^DVD Kv-f 7*4 ICp^LT^r-f T I D=S:^*1-^o DVD 
Vy^y^4i)^DYD^ T-i T 1 l'Ifi^$ tt-CV>;& ^ T*-f T I D ^■^<^t:i^T§> ^ 
X>;'7'S 1 1 l::i5V^-C. ^ T^-f T I D^^^Sc-J^m^ tt^o D VD •7'4 (i. ^ 

, ;^7^^7yS 1 2 Ki5\^X. m^^'^^f^^-T'^ T I D^C^LTMAC-film 1 ^ 

[0 0 5 4] 

^i^;:^ h 5-e(±. DVD K^'<7'4^-f>^imofv:MKB 1 2 i O^^p^ t"^ T I 
Dl l^^^b/^*>^^-=S:^^•7^-^5' LTSSMAC-fig^tf^U tt^LfcMAC 
-fit i: D V D K 9 ^ r 4 ^lt:i5lo fzMK Cm.t =S: J:ki^ 5 3 -ejJil^ M^^^— 
^Lf^'^'b{f> lELv^MKBiSiti^^^T-V T I D=l:^ltmo7ti:«^L-C. ;^-f 
^;/^SWl ?r ON freight T^gt31=Sr^lciiie)^o mi^M^^^— ifcL'S^id^o/i'^ 

MKB;J3J:J>*^-7''f TID^^r^$tL/i^)<^^:*l|^t■C. ;^-f«;'-^SWl 
^ O F F tCfS:^ LT^JSiS* Pt^if -t ^ o 
[0 0 5 51 

>'^;/=l:^*L^ ;^x^yys 1 4tci3i/^T. DVD K^-fT 4:d«Bt^'fb='>x> 

IC^^^tL^o .i^;^ h 5<^)p{'r-^T^^-iJ'^-m#^n>;/i^ 5 5-e{i> -rV^'^ 
>^^-5 6 i:MKB 1 2 p« "T-f T I D 1 1 i o Tp? -f-f T^--i5'^-:d^ 
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[0 0 5 6] 

114 <7)7n>-^^- MC^v^T. 7.v-yyST Hi. MA C?^#'7*n >y 4 2 

5 3 ■e/^'><. ^ - iJ' LT*i6 ^ ^T^M A C tf-^^it i: ^HcMff^:^ x 5' 

■/-e*);i>o M^;6^-^-rtL(^. «yf-SWl56^y^ x-;' 7^8X2 lw:fev>-c ON 

[0 0 5 7] 

Ji^ L C P R MT- DVD - Video0^fP*S4^^^#t?* ^ C S S ^: |bI D 
^DVD-CCAOl^^^ ^ "7 U - V :7 h a: T I- <t o Ttfjfp ^ -^-S 
^i^-^tfcj^ • #m5&^e>n>'r v^y^-Sffiis J:i[;^^r3>T-^^7 

mmm^^TLx^^^o 

[0 0 5 8] 

mrfrc^^-^^ -^<^^9g<^— jo>;6^^Fpm^.*^^i"^ <^-e*^ 

[0 0 5 9] 



£tiliE# 2003-3092310 



mm 2 0 0 3-0 0 6 9 1 6 ^- V : 22/ 

> ^mW^l 0 3;{i«Kv-r 0 2 i: F^-f h ^ ^/^J'-^^-;^ 10 4 

=S:^LT^^^tLfcs^>^ h^r^-To ^7"^T10 1{i^ Ji^EL/iD VDp« T 
t|Sl5|t<^ffi#5&^^*i>IB®^^tLTV^;?>'i>0-C*^o T 1 0 1 IB^nrtg^ 

^(^tc|5If>-r> |^<AttiLWMO^(7)-e'b^v^o 'i^;^ M 0 S^^^'^-f/l 0 2 1' 

<J:t>\ ^T'^'Tl 0 l:6^ic>3>T->^;/5r-fei5'^ • ^ t\^xm^^-ffz^<^^ 

fzifXDWR I TE Ftfab-So 
[0 0 6 0] 

K^><^1 0 2{±. Kv-f y<^T'/^M^^- 12 1 h 1 0 3:^^4^ 

7, hOxVMX^- 13 1 *:^LTv^;i>o T-V-^M^!.^- 1 2 1 {±> ^<<DW^^K 
LSI (Large Scale Integrated Circuit : i^Mmmmm^)nm'W.W^f^. ^ 

L-C«fe^iTtc|S'|t$tL^^^^75s^^o ^^c. F^-^^'l 0 2^M7*'f T 1 0 
[0 0 6 1] 

HSIC^-TJ^^I^. F9>f ri 0 2ll(±. MKBi:r/^My^^-l 2 1 

n-tXMKB 1 2 2 765'il£'bttTv^^o 4^;^ h 1 0 3 7'n-fe;^MK 
B 1 3 2;6^'ii£^tT.rv^.2)o U ^'Jr- v a ^ ^ ttJ&v^^-^t-- y'n-fe^^^MKB 1 
2 2*5J:t>'l 3 2;6-?>-€-tt-r^^7''f r^-Km56^{ii:tJ$tL^o U iJ^^lJ^^Jlk 



miiE# 2003-3092310 



#M 2 0 0 3-0 0 6 9 1 6 ^- v : 23/ 




[0 0 6 2J 

#Mf-^1 2 3. 1 2 4 *5 J:rJ*^l 2 5 {i> T^-Km^.'N°^ ^ - iJ' t b 

6 , 1 2 7 ioXZ^l 2 Sit^ SL^^^^ (R N G : Random Number Generator) ^ 
-e-tL^ti-^fo SLII5:I§^^1 2 6:«»-'SL^Ral=^^^L. $L^§l^t?l 2 7^^SLifc 
Ra2=^^^U ^m^^^l 2 8;6mmRa3=^^^i--i)o SL^^^fpl 2 6.1 
2 7. 1 2 8{±> -^J^t^LS IO«^<^m^;fcif-e^i9> V7 b '^^Tt' <t ^9 

o ^L^§&^^=Sr*^iO>'^- K-^^Tt br*>^V^^^ SLI^Ral> Ra2. RaSJi. 

S V ^ L "J) O 2b ^ o 
[0 0 6 31 

s}^;?^ h 1 0 3 l::. T^-Kmi^-^y ^-^ t LTMA C-fiS^tf^t-^M 

A C?t^:/n ^;/i^l33. 134i3j;rKl35i:. SL^^fe# 1 3 6. 1 3 7 *3 
XZf l 3 8«x.'btLTV^;?)o a^^^^l 3 6^^U^Rbl*^^L. SL^^^ 
^1 3 7>6^'SLifcRb2*^^U amU^^l 3 8 ^^ia.^Rb3^^^1-;i)o SLifc^ 
^^1 3 6. 1 3 7. I 3 Sit. M^ltvyY^J^TKXoXnM^^^-t^ii 

o 

[0 0 6 4] 

F7-f ^1 0 2lci3V^-C^^^tt/^SLI^i:^;^ MO 3 i;*3V^T^^$ti-/wSL 
i&:i:;5-'^cm$tL^o i-^Sr^b"^. SL^Ralis J;li^LmRbl*«MAC?I#':/n «;/ 1 
2 3i3j:?/l 3 3lcA^^tL. Sli5:Ra2^ J:t;^WRb2;5^'MA cm#-7'n 1 
2 4 *3 J: 1 3 4 ^ tL. SLmRa3i3 i rm^Rb37i>^M A C?I#-/n 1 
2 5;j3J:tFl 3 5lcA;^I$tL^o 
[0 0 6 5] 

K7^7*l 0 2 OMACvll#"/"n rJ^ 1 2 3 LfcMA C^h. b 1 

0 3 0MAC^t#-/n«y 1 3 3iimn\^fzUKCm.t-h^^^:^ h 1 0 3l*l(7)Jt^ 

1 3 9tCi3V^Tjtt!t$tL. -o<^jil;&^|SI-;6^S^^;6«^PJ^^*i'^o ^ICIT^OMAC 
1iti±. eKm(RalllRbl)h^ffi$tL^o e Km () ti. ^ f-f T^-Km?ri^i: L 



miiE# 2003-3092310 



S^m 2003-006916 : 24/ 




X^m.n<7)r'-'$'^^^i\:-t^^ti:mvr\^^:ho Ral II RblOfB-f-li. ^lijtc 

K ^ y 1 0 2 0^sSE75^^5!j Lfcc:fcic^«9. -e^ t?^ v^:ir'^t; fi> <^ omiE^^ 
[0 0 6 6] 

h 1 0 3<^MAC?t#rn y^ 1 3 4^^1I#L/^MAC^h. K^^:/l 
0 2 0MAC^^yn-y^^ 1 2 4 56^^?a^Lf^MAC^ith^« K^-f 1 0 2l^C9jt 

m.1 2 9 ici3v^TJtiiSt$tL, -oo-iii^eisiwi— ;6>S;6^:*5fil5g-:^tL;g,o c:c:-r<7)MA 

emit. eKm(Rb2llRa2) taifi^tL^o J:t:^<^fg^. -0(7)^:*s|wJ-i:flJ^$tt 
K^^T'l 0 2 h 1 0 3<^)^»^^^?&t/^ii:ic^«9. 

[0 0 6 7] 

;S>^Bi:MfiEl^:fev^-C. Jtfc 1 3 9i3j;t)''l 2 9 (^M^i^iSV^T. MACIi 
[0 0 6 81 

Vyy(zri 0 KREPORT KEY^I&^f MKB<^^ii^^:^i" 

I116 0y^7"-7 7°ST 1 0 tiiSV^T. K^^yi 0 2;6Mt-V T 1 0 1;&^^M 
KB 1 1 2 ^^<^liiLT. JJ^;^ h 1 0 3^^^-t^o 
[0 0 6 9] 

'AK. K^'f •/! 0 2^«;^x-;'-/ST 1 1 IdiSV^T. T'n'fej^MKB 1 2 2 
JioT^T*^ T^-Km^ft^L^ 'i^:^ M 0 3 "r 7° S T 2 1 tliSi/^T. 
T'n^ry^MKB 1 3 2 j: oT^ T^-Km^tt^l-^o CK^ft-^^TJitflT' 

'e•tL'rtL16S|^igi-^T'>'^M;^^- 1 2 lisiLXfi 3 i^i^'j^K-j^-^^a ^(^^^ii 

ffiliE# 2003-3092310 



#M 2003-006916 



^-v: .25/ 



[0 0 7 0] 



K7-f 7*1 0 2i^iiXf^->^ h 1 0 3 <0-?-tL'r^{±. 'J ^^-i^ 3 ><DM0~t ^ 

-->3 VO^^^^tL-CV^^&lttLff. y?.7"-:'yST2 SlCiJV^T. 3-7>' KSEND 
KEYlci 19. K^^ri 0 2lcMLTSLm§l^^l 3 6i3it/l 3 7X-^firfi 
^^$tL/iSLmRbli:SL^Rb2=l:^mi-'i>o Kv-Y^'l 0 2:^^^V#^-v 

3:^co^^i:$tL-rv>;&lttt{^> T'S T 1 3 H:J3V^T. K^-fn 0 2^« 

^xb 1 0 3/6^'b^m$tL/c^:tt^,oSL^=S^^^«^o 

[0 0 7 1] 

h 1 0 3 (i> =t-7i^ KREPORT KEYlc J: i9 K^-f 7U 0 2 t^MLT 

^m^m.^ 1 2 6 ii^^^Lfz^mai t ^ ^j^^^ m o 3 --^^-r ^ - 1 ^m-^-t 

^ (7.7^y7'ST24) o ^<D\y7.^y:^m^. eKin(Ral II Rbl) ii^ffi^ tl.;S>o 

eKm 0 it. >^r^T^-Km^m'^mti.xmm<or-^^m'^itir^:i 

fc^^LTv^^o Ralll RblOffi-^{4. :£1ilCgL^Ral^I£U. ^^Mi^^mRhl 
[0 0 7 2] 

b 1 0 3Tb^h:=i^> KREPORT KEY-lr^tt^o fc: Vy^yi 0 2 ii. T.'fv 
T'STl 4l':fev^T. yiK<Z\%%-:rxi V ^ 1 2 3:;e»^^SS;Lfv:MAC'ffieKm(Ral l!R 
bDhSL^Ral'Srs^;^ h 1 0 3'\^^-r^o y?.T-^y-/ST2 5 tC:fev^T. sJ^;^ h 
1 0 3(±. g#OMAC?t#rn^7i5' 1 3 3 -CMA C jil=^ft# J:b^l 3 9 

]^ofcMAC1itfctf^$tt:^v:MAC<ii:i6-'— licLfcO^fb^ h 1 0 3 J: 
K7-f 7*1 0 2<^igiE>i>^^^:»L/^ii:tc>5:^o >5.T-'y7'ST2 5 lci3lt^Jt^<^ 
^||^s|Sj— -e3^u^J#^i::(i, 5^7. h 1 0 3 K7^7*l 0 2(DWM.if^^\^ 

[0 0 7 3] 

^i^;^ M 0 3 \zx.^r'7^f\ 0 2 0^SE3&5^:^Ly::i#^i::t±^ ;^f-y-/ST 



tbiE# 2003-3092310 



#11 2003-006916 _ ^- v : 26/ 

2 6 tC^v^T. h 1 0 3:6^K7-f •/! 0 2--:3-7> KREPORT KEY=Sr5ll#L, 
V^-^yi 0 2 0gLifc^^^l 2 4i5j:Z/l 2 5 :65-€-tL'e'tL«i-;S>SLmRa2t 

X. F7'mo2(±. vitLib<DSL^^^;^ h 1 0 s^^^f 

[0 0 7 4] 

Xx-y7°ST2 7l':fev^T. /i^y'v h 1 0 3 OMA C?t#7'n -7 iJ' 1 3 4 F 
^^yi 0 2;6^^^lt^o/::a»^^^;^ h 1 0 3 t-V T^-Km^H 

i: LfzMA CKX^hU::^ .i^ >;^ffieKra(Rb2 II Ra2) SLiScRbS t ^) 13, 

n-N'V KSEND KEY^rfflv^T K^^T*! 0 2'^^^i--5)o 
[0 0 7 5] 

y5>T--7 7'S T 1 6 i:::fev^-C. K9-m0 2{i. ^i^;^ h 1 0 3 
^ieKm(Rb2llRa2):fej;im.^b3^^W^t. g#T'MAC^it=S:tf-#b> ^^-ry 
7*3 T 1 7^'43V^T^ Jt^l 2 9 > 1 0 3 jS^lb^ WofcMA CIS 

7!)^—WcLfz<D^j:(b. Kv-m 0 2 icj;-^:^;^ h 1 0 3 <7)M,iiE76^^?i; L/::^ t 
jSj^So dOJ^^l-ti. ;^7"«7 7'ST 1 8 lC:fev^T. MA C?t#:/a >7 ^ 1 2 5 
-b V 3 V^-eKmCRaS 11 Rb3) L> t fz. 'i^;^ h 1 0 3 KM LXWM^^^ 

j^Lfz^it^ Tjki-mm ^ ^^'ft t . mmmm^^^T-t ^ o v 3 > ^ - {±. mm 

10 0 7 6] 

Xf-^7 7'ST1 7tC:j3lt^JfcicO*g^*5ra— e^&V^Jir^lCti, Yy-iZfl 0 2 
J: h 1 0 3 O^^IE^^^^I^C L/C ^h^r^O^ >^-r^;'7°ST19 ICcfev^T. 

M,iE;&^^^i$:t/ic: ^ ^^-r^y-if^^^'-i^;^ b i 0 3 Kmm^^^o 

[0 0 7 7] 

h 1 0 3 {±. ^#Lfcn-7> KSEND KEYl^Mi-'&JS^i: t"C F^-Y "/l 0 
y S T 2 8 i:::fev^'C. E^fE^T^i^S^^^^iJifr^o Um^ft^^ LfziZt^ 
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#M 2003-006916 _ ^-i^ : 27/ 

:y 7^5X2 9 lC:feV^T. MAC^S^^n-y^ 1 3 5 Tb^^y ^ ^mt^m<7>-^ y 
3 y ^ -eKmCRaS II RbS) (-^J x 6 4 ^ y h R) 'Ir^^l- ^ o M>iE/ii^^^T t 
o/tJt-^l^ti. i; Vii^ h^akm3i>^'^$tL^o V3 ^^-eKm(Ra3 llRb3)=l:J^J. 

[0 0 7 8] 
[0 0 7 9] 

^ ir. ^ 7* 1 0 2 ij^iiC"^ i29lwJ:o-C:^;^bl03 <75SJjE|g:f:^?ilS 
f 'S-^ii'e. K7^'7'l 0 2;6^^^X h 1 0 3/6^«bIE^<^^^-lr>^^^l't/c±t? 

$ tL/^ 'i> <^)-eab ^ fj^'^-^^mm-f tmm. ttj:ho 

[0 0 8 0] 

^11. Ji^L/i>ffl5:^.liE=^^f ^ K^^yi 0 2 h^-}^;^ b 1 0 3 i: 'Ira^^tJ-li 

. K7-f :7'1 0 27&^t#t/^^T''f T:2-j=.-i^^-=lr>ffiS^,SEtcJ;oT^^L/s: 
-fe«7->3 >^-K s =SrMv^T-fe^a.Tlc:^^j^ h 1 0 3 i::^5ili"^o t:^-. K^^ 
:/i 0 2<DnML^^^i A^Ki-^x^^ Y)v^~i)^^)&'^fL^o V^^-zri o 

fzuyf-Z/y^-ij^'^y^yBy^-Yi s Srffiv^t::^^;^ h 1 0 3 '^-t^^^.Tl^^m 
^tt. 1 0 3:6^m-^L>t3>'x>^y^~=Sr^v^T3>'r>7^Bf-t<bU 

Bf-^jbriVx^^y^ K^^^'l 0 2-^^3IIL. K^^n 0 2 /6-^Bt-t<l: > > 

^^^^^yf Y)v^'-^xn^cc I =^^-7-v no i^timt^m^t-^fix 

V>^o K^>f -/l 0 2ll:fev^T. ^ r-f T^^- ^-i3 i: If 3 :^7=• 

>' '7 ^ - t TV^ ^ o 

[0 0 8 1] 

1 2 2 ^ C 2_G 2 1 4 1 ^ ^ S (Data Encryption Standard) ^ ^ V -f^ 1 
4 2. ^Ll^^^^l 4 3. C 2_G 1 4 5. DE S U ^iJ' 1 4 6 C0#^^ 



tllliE# 2003-3092310 



mm 2 0 0 3-0 0 6 9 1 6 ^ V : 28/ 

y :^X-$>^o C2_G2 1 4 5 ti. h;l'^-tC 
C I tib^h:^yT>y^-^m^ir^y^y^'^^^^o 
[0 0 8 2] 

^T-VTl 0 iTb^hW^^n^fzMKB 1 1 2 tr^"^^:^^-! 2 1 ^^^>^n«fe 
>!.MKB 12 2 Ki^^^xm^^f^^^t.KX-oX. V ^'^-va ^ ttfc if ^ 
7l)^(DmM^'^^^^o yn-bXMKB 1 2 2 IciSV^T^ MKB 112 tr/^^ 
-12 l^a-Pj^y-V T^-76«#tli$tt;|)o MKB 1 1 2 (T^'+'tc ^ 1 0 20 

x.{f>lfnoiiti:-|fcL/i:^^. ^(Dr^^-C^^- I 2 1 K^-l' "7^ 0 2#^ 

JE^5&^><^•C=&^>i:flJif^^^ "/l 0 2;6^i; sJ^'^- v a > $ tt^o 

[0 0 8 3] 

C2_G 1 4 lf±. p^T'^T^-t^T'-f TID 1 1 1 t^mn^. :^r^T 

^14 2tcr-by va >'^-K s J; o-CBf-^'fb$tL-2)o m-^it<7)1j^t LT. 
Mx.{fDES CBC-=e-F^^^ffi$tL^o DESJ^ViJ' V-ZiS^ 1 4 2<^ffi:f3:*^ 
si^y?. > 1 0 3<^DES7^^ VT":?' 1 5 1 KMm^f^^o 
[0 0 8 4] 

K^-f 7'1 0 2<5C»SL^^^^1 4 3 liJioT^^ h;v^-76^^^$tL, SLiSc^ 
^^1 4 S^a^'bcOtJ'-f b 1 0 3C0C 2_E 15 3 K^^^i^. ^ 

^ >;Vif.-^M7='-<T:2-jr.-^ilr-=Sr^fflLTC2lwJ;o-CBt^<k$ti;2>o 
<b^''f 1 1 r 1 0 1 \z.t'5M^fLho 

[0 0 8 5] 

1 0 3iri3V^T, -ty vaV^-Ks^H^ t"CMAC?^^:/n-7j5' 1 
5 8llJ:«9CCIOMAC^teKs (CCI) is'f^^^. CC 1 tbi^KY'y 

[0 0 8 6] 

K^-f 7*1 0 2 lci3V>-C^ JJ^;^ h 1 0 ^ii^h^^'fl^otzCC I fb -fe :y a 
^-K s LTMACM^yn^y^ I blKX^CC lOMAC^ieKs ( 
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mm 2 0 0 3-0 0 6 9 1 6 ^ ^-i^ l 29/ 

CCD ibmn^^- 1 0 S-^^h^ifS^^^fzMACmt ti>Kitmi 5 9 

[0 0 8 7] 

[0 0 8 8] 

Vy^-fl 0 2 Iwjsv^T. Jj^y?. h 1 0 STb^Co^ifm^fzCC 1 t^^ 

tTi^X 2_G 1 4 5 tCffcl^^tL, a>f->y^~:dmm^^^o ^yf->y^- 
76^DE S -/^ 1 4 6 IC'g^^&^tL, -by V3 ;x^-K s 'Irliii L-C> n> 

1 5 6 Kl^m^fl^o 
[0 0 8 9] 

53^;?. h 1 0 3<^)DES7'i5''; T'iS^ 1 5 6 -C-fe v a K s ^Mi: UT^-^ 

$ttyi:r2^^7->7^-3e>^C 2_ECBC 1 5 Slc-e^^&^tL, n Vr-^U/^-^rlt 

m^^f^^ v'y^yi 0 2 iiioT^T-v T 1 0 1 Kmm^f^^o 

[0 0 9 0] 

^^K. h 1 0 3 7b>h(Om^\zBCX:^r^ 710 l±(DMKB^^i^- 
i^^tt, m^lii^fi^ (y^T-y-fS 6 I) o ^<7)7.T--;/7'S 6 2 <7) A K E (Authe 
ntication and Key Exchange) t3:fev^-C^ ±^L/iJ: ^ V sK-iJ^^Skat Vy4 
n02i:^>^M0 3<^:ffiS^^SEi&fp7&^^$tt-g>o 
[0 0 9 1] 



tiJiE# 2003-3092 3 10 



2 0 0 3-0 0 6 9 1 6 ^-i^ : 30/ 

[0 0 9 21 

:SMmi!)^m^ir^t. K^-T -ri O 2i3J:y*^i^X M O 3c^M#tcioV^-C. -^y 
[0 0 9 3] 

:^<D7.7-yys 6 3 IC^V^T. h 1 0 Sii^Vy^-:^! 0 2 I'^tLTpiT-V 
T^j:i-i^it^-=^M^1-^o K9-fyi0 2ti^ ^T-V T 1 0 1 <7)p<T-V T I D 
T^i^^^i, (X7"'y7'S64) . piT'^TID^^xVTl 0 l^>?>^<5^ffi1- ( 

:p^T-'yfs 6 5) o K^'f 7*1 0 2t±. T 1 ;^r^ r 1 D t^mnir 

7-^ T<3.;::-^4E^-76^j^>?. h 1 0 3 t'^^$:Jt^o 
[0 0 9 4] 

^ic, T^x^y T'S 6 7 tlisv^T. h 1 0 3 7!)^'K9-<n 0 2 tlMLTiJ'^ 
h;v^-^^^i-^o ys 6 8 icisv^r. K9^7'i o 2;6^^^^ 

=4:^^?. > 1 0 3 IC^^f 'So 'i^;^ b 1 0 3 tC:33ViT^ va >^-K s Ifl 
[0 0 9 5] 

^fz^ ::^'ry:fS 6 9 tC:j3V>T. b l 0 ^ii^yy^Tl 0 2 H^LTCC 

-rit#$tu/cMAC{iie K s (CCD =S:#]bn LTfc^l^l-^o F^'Yn0 2H 
:fev^T. CC I <?)i3fc$'^J6^itv^<^i:^||mm. ^ h ^ C C I >x 

T^^yT'S 7 OtCiSV^T. J}^;^ b 1 0 3:6^K9^'/1 0 2 tc^UT^i 
^^^■f^t. y^7-yy°Sl IK^^^^X. K^^ 7U 0 2 ;^i^Bf-^4fc$tL/ir3 :x-r 
>^;'^-=SrJ^;^ h 1 0 3 lC^>5>o 
[0 0 9 6] 



ailiEi^ 2003-3092310 



#0 2003-006916 ^ : 31/ 

:^7'yy'S 7 2 tciJV^T. h 1 0 3^^f? K^-m 0 2 Jr^LT. Bt^^b^ 
^h;V^-. Bf-^<b3>'T->^^7:fe it/CC I:;6^^*S^ll^tL^c, >^ "7' S 7 3 l:: :J3 

CCI^Mr-r T 1 0 1 Ic^LTlB^^tt^o 
[0 0 9 71 

Ji^L/cE18 ic:^i-#^<7>vrr-^'{i, F^^y 1 0 2 trisv^T. ^lESL^t 

10 2twi3V^T. K-^J^TMtr J:o-C3>'T->^7^-=S:^^i-^OT% ^ 
[0 0 9 8] 

ti. K ^ y 1 0 2 m\n Lfc^T-VT^--:?'^ - =l:tiSmiiEt^ J: o X&J^ L 
7t-t'j/ V3 ^^-K s $:Mv*-c-b^^Tt::'i^X V 1 0 3 ^c^3it^ 4^;^ h 1 0 3 

X\j^^o 

[0 0 9 9] 

yv-^^m^-r^ K^^^T-l 0 2{±, T'^N'^;:^^- 1 2 1, yn^r;^MKB 
12 2. C2_G2 1 4 K D E S iViJ' V T'^ 1 4 2 (^Ifj^^^^r^l-^So ^ 
T'-f T 1 0 1 ;&>e>||fe:?tLf^MKB 112 tr^^^ 7.^- 12 1 i:76^^yn -fe;5;M 
KB 1 2 2 l:::fev^-r?t#$tt;5,c:: fcic ioT. V Ja^'^^-i^a >^ttfc::;6^i:'d:*^<^ 
»J;&^T'§;g>o r^n^rJ^.MKB 1 2 2 ICcfev^T. MKB 112 h 7'>'^-< 1 
2 l:d-^^7=*-^ T^-;&^'#m^tt^o 
[0 10 0] 

C2_G1 4 1(±. ^T'^f T^-t^f-VT ID 1 1 1 tSr^t^U ^T^-fT 
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S^m 2003-006916 



^--J: 32/ 



jj^;^ h 1 0 30DES7":J^';:/^ 1 5 1 ^C^'^S^:^^^o 
[0 10 1] 

5}^;^ b 1 0 3 lCi3V^T> DE Sr^'; 7"^ 1 5 1 ir;feV^T. -fe^y-^a V^-K 

-^'fb3^^ 1 1 4;6^X 2_D 1 5 3 K^m^^fi. m^^t^ 4 

10 1 Tb^hW&^f^fzCC lib^C 2_G 15 4 K^^^ii^. uyT^^y^-^m 
m^n^^o P^T-VTl 0 l/6-'bS^^^tL/;Bt^'fb3>x>^7 1 1 3^^C2r^V 

[0 10 2] 

Hiiti. a-yf-yyn^n<D^m'k^^i><^r-^:ho MW^. 4^;:^ h i o 3 

■r-;'7'S 4 1) o MKB7&^VN-'7i?^lw^<J^m$tt^o :^<^>5.-r y T'S 4 2<^AK 
Etri3V>T. ±^L/iJ:9^V'K-^^!5iSfc> K^^-^l 0 2 t^^:^ h 1 0 3 <^ 

[0 10 3] 

:Kmm^m^i-r^ F7-f■;^102;feJ:tf>^y^M03 <7?M^lci3V^-C. -fe y 
[0 10 4] 

'A<^>^f-yfS 4 3 lC:fev^T. 5^;^ h 1 0 3:«)5F9^7'1 0 2 ll^tj-fCp^ r'-f 
r:x--i5^^-'Sr^:^f^o K^-^*/10 2Ji. ^ f T 1 0 1 Opt f'f T I D 
^->-^ L (^^x^^T'S 4 4) . ^T-V T I D^p^T-V r 1 0 1 ^^-^^^ffii" ( 

y^T-yT's 4 5) o K^-r "/i 0 2{±. j^r^ r^-t;^r^ r iDt^mnir 
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#il 2 0 0 3 -0 0 6 9 1 6 ^ ^- v I 33/ 

7*^ T^^-^'^-^^^s}^;^ h 1 0 3 K^^-^t^^o 
[0 10 5] 

;^x^;'7'S 4 7tC:fev^T. ^i^T. h 1 0 37&^F9'f yi 0 2 KMLX. Bf 
^it^^ CC Ii3J;y'^^4b=f>'-r>'y ^^i^-t-So X-r^y^'S 4 8 

tc:fev^T. K^^:/i 0 27i»^Bi-^'fl:a^^ 1 1 4. CC I 1 1 5i5J;t^^Bt 

^it^yf-yy I \ ^ ^ r ^ r I Q> I -^^h^) - K-r^o ^•7--7 7'S 4 9 IC:^V> 
■r. ^ n 0 2 y{»^'Bt^<b^ -rh;i/^-114. CCI115i3J; TO-^-fkn 
1 1 Z-^n^'m.^o -et-C. ^T-^;'-7'S 5 Otcjsv^T. Ky-f 7*1 0 2 
T&^Bt^'fk^^ 1 1 4> CC I 1 1 Sisitm-f-'ffcn^'-rvy 1 1 3 =lr5^ 

[0 10 6] 

h 1 0 3ll:fev^Tv iJ'-f >;v^-^6^m-f-^tt, ^ h;l/^-^:CC I 
[0 10 7] 

mi (i\z7^^-:rv-'^(Dmmz^^^x\t. b i o Zij^^-^riti' ^ h;v^- 

=^m-i-t-'2)7'i^i;7'^C2_D 1 5 3 =Sr#X-TV^^:ei^ K^-f 7*1 0 2i)^m^i\: 
^4 h)V^-^m.-^i-^Ti^')-y^^^K.:hX^KLXh§,\^^o ^<7)m^> 
^ittz^^ b 1 0 3<^=i>-r>'^7^-;^^ffl<50C 2_G 1 5 4 

MLX't^^TKmi^-^f^^o tfzii. 0 2\,zay7'yy^-^mm 

gC 2_G^l£tt. K^-f 7'1 0 2 tC*5V^-C^-^$tLyi:^^ b;V^-tCC I i: 

>7^— h 1 0 3<^C 2_DCBC 1 5 S^^^^Ti^i^M^^^o 
[0 10 8] 

[0 10 9] 
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i)^-^mx^^o 

[Olio] 

^ K^a.Tm^t?3V^;/^;'^-^^^i-^Clfc^Wtgt^l9. >^^•- 
:^i7-fy^h<Dr--^ t Lx^(Dttm^^'^f^fz^it^yy-yyii^ fd e c 
[0 1 1 U 
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X. L s I II i o x^mx ^^o-e. PCl*I-t?y7h'^ 

[HI] 

3^ S o 

[HIS] 

-r^fzisf><D^umx^:ho 

[1114] 

m2<D'>^y.7^M.KiSif^mMW}i^^U^i'^fzib(Dyu--^^--VX^^o 

me} 

itxDyu—^^— hxh^o 
[US] 
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[119] 
[HI 01 

[mil] 

1 • • • DVDp« T''fT> 2 • • • 1^3 — 3^. 3 • • • yv--^^ 4 . . . DV 
D K^^ 4a- • • ^'^^ "7^ — 5 • • • 1 1 • • • p< T^'f 

T I D. 12- • • T^-rn >7 ^ (MKB) . 1 3 • • • Bf k =r > "r 

4 2, 5 2- • • MACmny^y 4 6 • • • •7-V^M;^^-> 46a 
. . . y,^^(o-^^^^ 4 7 • • • DE SJ^ViJ' V ^i5^^ 4 8- • • p« 7=* 

^ T^■=^-^^^-?t#^^^7i5^^ 4 9, 4 9 a • • • DE SJ^>^ U 7'^^'^ 4 9 
b • • • DE Sx'iJ^ V :7°^. 5 3 • • • MAC=^Jtici-^Jtie. 5 4 • • • Bf^ 
'^b/'^-^^VA-;^^ 5 5 • • • ptT-V T^^-i^^-^ft^^'n -^i^^ 10 1- 

• • ^T-V T^ 10 2- • • Vy^-X^ 103' • ■ ^i^^Y. 104- • • -^^ > 
^-'7i->?.> 1 2 1 • • • K^-f :^<^t-vnM;^^-. 1 2 2 • • - :/n«fe;^M 
KB. 123, 124, 125 - • • Vy 4 ^(DMACmMy^^ ^ ^ ^ 12 6, 

1 2 7, 1 2 8 • • • F^-r 7'<^SL^I&^^> 1 2 9 • • • Jtfc> 1 3 1 • • • 
sj^;^ h<DT*/^^X^-^ 1 3 2 • • • •/n-b;^MKB. 133, 134, 135 
■ ■ - fi^ys hOMAC^Mzfuy^, 136, 137, 138 - --s^^:^ > <^SL 
ifc^^tl. 1 3 9 • • ■ Jt^. 14 1, 1 5 4 • • • C 2_G. 14 2- - • D 
ESJ:.^y^Vy^. 1 4 3 • • •gL^^^^> 15 1, 1 5 6 • • • D E S -T-'i^ 
Vf^. 15 3- ■ • C 2_E. 155- • • C 2_EBC^ 1 5 7, 1 5 8- 

• • MACm^y^y^. 15 9- • • Jt^ 
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REPORT KEY(MKB) [> 








Yes 
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, ST12 
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jv-'STIO 



RECEIVE (Rb1 . Rb2) fv^STI 3 



RETURN 
(eKm(Ra1 | Rbl), Ral 



1- 



ST14 



RETURN (Ra2, Ra3) K^ST15 
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Yes 
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(eKmCRaS || Rb3) 
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REPORT KEY(MKB) r^STZO 
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p'TT-fT^-Km^tHL I^ST21 
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SEND KEYCRbl.RbZ) fv, ST23 
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REPORT KEY ~t 
(eKm(Ra1 HRbl). Ra^)J ^^'^^'^ 



Yes 



REPORT KEY(Ra2, Ra3) K^ST26 
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SEND 
(eKm(Rb2 | 
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No 



(eKm(Ra3 || Rb3) 
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IM^^m mS.mM^^i') K^-fy 1 0 2 t^;^ M 0 3 t:^-^Ua-:$r 
^m^^ft^o Yy^-fl 0 2 (DC 2_G 2 1 4 1 t&M -f-f T I D t^T*^ 

s ^fflv^TBf-i-<k$tL-r5e>^f>ji^;=5, ^ i o siz^m^fi^o K^-ryi o 2<7) 

4 3:6^^^^L/ii5^-f b;V^-;&^J^X h 1 0 3 iZt^M^ft^o K^-T 
7'1 0 2<7)C 2_G 2 1 4 5)&S:J'^ h;v^-tCC I t;6>?>ff#L7^:n >'T->'y 

o 'i^:^ h 1 0 3;^^'m-^tfcn>T-:/^7^-=^fflv>Tn>7">-^7^Hf-^'fbL. 
^7'1 0 2y6^Bt-^'ft:3>'x^'7. m^it^^ Y}V:^-m:XfCC I ^^-rV T 1 
0 l-^fS^i--?)o 
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